reception areas.

Library members can access free wireless (wi-fi)
internet access in North Ayrshire Council libraries.
Wi-Fi access is an extension to our popular free
public internet access already available throughout
North Ayrshire Council libraries.

This document aims to answer some of the questions users may
have about Wi-Fi. If you are still having problems connecting to
§ our Wi-Fi network after reading this document, please ask for the
"guide to using wireless infernet access” available at library
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How do | connect?

You need a wireless enabled laptop or handheld device
that has either built-in

802.11b/g wireless networking or an

802.11b/g PC card or USB adapter. Your device (if
enabled) should automatically find the wireless
frequency and offer to connect you. Once you are
connected, open your internet browser and the North
Ayrshire Council Wi-Fi Login screen will appear. Select
‘yes’ to proceed if a security cerfificate message is
shown. You can install the security certificate if you
want to prevent this message appearing every time
you try to login.

How do | log onto the network?

You will need your library card number and PIN code. If
you are not already a library member, please ask staff
about how fo join. You are agreeing to the terms and
conditions of our Acceptable Use Policy (copies
available on request) by clicking the Login/Accept
bufton. Please disable any pop-up blocker sofftware or
options in order to see the Logout’ window.

How do | know that I'm connected?

Based on the Windows XP system:

Go fo ‘Start’, ‘Control Panel, open Network
Connections’.

Right click on "Wireless Network Connection’.

Select ‘View Available Wireless Networks'.

Choose the ““<North Ayrshire Libraries> ‘Wireless network
and ‘Connect”.

Choose fo connect to open network If prompted.

What security precautions
should | take?

Our wireless network is unsecured and information
sent over the nefwork may be visible to ofhers.
Wireless networks are nof unique in this respect. All
users of shared networks can potentfially ‘eaves
drop’ on another person’'s data (however unlikely).
Our network has been setup fo prevent wireless
clients being able to see each other, so one wireless
device would not be able to connect to another
(within our own network).

The library is not responsible for ensuring the
privacy of information fransferred over our wireless
network. You are responsible for ensuring that your
own equipment has adequate security protfection
installed (including any operating system updates).
It is recommended that confidential information
(such as passwords, credit card details etc) is not
transferred over the wireless network.

Please nofe: intentionally eavesdropping on another
person’s connection, or inferfering with their
computer, connections or data in any way, is both
illegal and a violation of our network terms of use

Free wireless access is available in Irvine,
Largs, Salfcoats and Kilwinning Libraries.

For more information and opening times
visit our website at:
www.ersnorth-ayrshire.gov.uk

or telephone 01294 212716.
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Library ServicesPublic Wireless Network
Acceptable Use and Disclaimer

Acceptable Internet Use

Parental Responsibility and Child Safety on the Internet

Physical Equipment Security

Information Security Privacy Statement

Disclosure of Personal Information

Internet Disclaimer

Configuration of Equipment

Is it secure?

Library wi-fi users are at no more risk than from
other wi-fi internet access services. You should
ensure that personal firewall software or features
are enabled on your devices. Windows XP has
these options within the operafing system but
personal firewall software is also available separately
for this and other operating systems. You are
responsible for the configuration, virus protection,
use and physical security of your own equipment.
Please note that the Wi-Fi internet service is
monitored, logged and filtered in the same way as
our directly connected public access computers.

What do you mean by monitored and
logged?

As providers of the Infernet Service the Council are
responsible for responding to official requests from
the police and for complying with legislation such
as RIPA meaning we have to retain logs of
browsing activity atfributable to an individual.

So are my logs safe?

Yes, logs are maintained within a secure
environment with no personal details that would
identify you. Only limited authorised staff can gain
access to them and only under authorised
conditions.

Is it safe to use wireless?

Wireless networking uses very low power signals in
the same frequency band as many cordless phones
and manufacturers design their equipment to fall
well within strict industry safety guidelines.
Experts generally agree that Wi-Fi technology is
very safe when used appropriately. .

What can | use it for?
When you are logged onfo our wireless network
you can:

Do online research.

Check your (web-based) email (e.g. not outlook
express).

Undertake infernet browsing within the allowable
use

Can | print from the wireless network?

No, there are no printers configured on the wireless
network. To print you should save your document
and print when you get home, or use one of the
provided public access computers in the library, if
available.

You use the library’s
wireless network at your
own risk.

Is it possible fo use Instant Messaging
software on the wireless network?

Not directly. For example, the standard versions of
Windows Live

Messenger or MSN Messenger will not work. You
should be able fo access the web-based version
(http://webmessengermsn.com/) on our network
however most instant messenger services have
web clienfs such as this because of the problems
with firewalls efc, so you should be able to find an
alternative web-based version.

Why is this service being provided?

The library’s aim is to provide open access to
culfural, intellectual, and information resources. We
feel that a wireless network fits well with that goal.




